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Data privacy and data security are areas in risk management that small businesses must 
plan for in the ever-increasing technologically driven business environment. This paper 
explores the existing landscape of data privacy concerns, identity theft issues facing 
businesses, and changing data privacy legislation. Furthermore, recommendations and 
solutions related to a data privacy audit are discussed to ensure businesses are prepared 
to comply with legislation and mitigate risk. 

Introduction  

A business’s ability to provide adequate security over 
customer data and manage the rights over that data has be
come increasingly important in recent years. This becomes 
especially impactful to companies doing business with Eu
ropean entities due to the General Data Protection Regula
tion (GDPR) which became law in 2018 and significantly in
creased the number of protections afforded to user data. In 
addition, attempts to manipulate social media along with 
hacking attempts into government, corporate, and individ
ual systems are happening with greater regularity. Thus, 
the majority of data included in business and informational 
transactions are in danger of being stolen, bought, and 
sold. 

Data privacy has become a critical issue as all online 
transactions involve data transfer and storage. Companies 
request and collect information on their customers and po
tential customers on visits to websites, purchases, and in
formation requests. Accentuated by business breaches, cus
tomer confidence in the ability for organizations to protect 
their information is potentially irreparable when breaches 
occur (Gable, 2014). Another problem is the cost of data 
breach to the small business. An astonishing 60% of small 
businesses close their doors within six months of a data 
breach (Trak, 2019). Because of these concerns, entities 
turn to auditors to provide assurance that their information 
is being protected. 

Data are one of the most valuable assets an organization 
has and maintaining, managing, and protecting it is becom
ing a larger challenge. CPA firms go through a variety of 
procedures to check for existence of assets and that policies 
and procedures are being followed in addition to examin
ing the access and basic security of the computer system. 
For smaller businesses, an inquiry to senior management 
regarding the risks to the business is often the primary 
method of analyzing data risks. 

Although the inquiries do get a basic overview of poli
cies, smaller firms do not have the staff or capabilities to 
examine data privacy for customers and other stakehold

ers who have their information with the CPA client. Hav
ing a specific audit program, defined as a series of proce
dures for auditors to follow, will help ensure organizations 
reduce their risk of data breach. These policies and proce
dures need to be grounded in Generally Accepted Audit
ing Standards (GAAS, 2025) and the AICPA Interpretations 
and then will be extrapolated to the specifics of data pri
vacy rights. As the audit program is developed, CPA firms 
will be able to perform specific tests to verify that internal 
controls, policies and procedures are in place to ensure that 
data privacy rights are being protected. 

Creating organizational norms or best practices is crit
ical in managing data privacy and the greatest concern is 
that the best practice is not enforced (Sloan & Warner, 
2015). In addition, due to the rise of big data, data that is 
so voluminous that only until recently does technology ex
ist to analyze it, will make privacy rights even more criti
cal as regulators such as the Federal Trade Commission fo
cus on limiting data collection and data retention rather 
than creating standards to measure the effectiveness of the 
protection. As more organizations begin to use big data 
for data analytics and business intelligence, the ability is 
created to completely examine characteristics and events 
among many co-existing data points. The AICPA has re
leased a Service Organization Controls (SOC) for cyberse
curity (2017 Trust Services Criteria for Security, Availability, 
Processing Integrity, Confidentiality, and Privacy (With Re
vised Points of Focus – 2022) (2017 TSC), 2023). As part 
of this framework, organization management documents 
its cybersecurity risk practices, asserts whether their prac
tices were effective, and has their assertions audited and re
ported on by a CPA firm. Most organizations are not willing 
to spend money unless there is a greater benefit (usually 
monetary). Since organizations are not required to be 
proactive and are not willing to spend resources until neg
ative events happen, there is a strong possibility that firms 
may take advantage of this cybersecurity review only after a 
major breach has occurred – when it is often too late. How
ever, by providing a straightforward series of steps that fo
cus specifically on data privacy, organizations will be able 
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to incorporate these rules into their audit and mitigate neg
ative future consequences of ineffective data security prac
tices. 

Even if data are not reviewed for data privacy, orga
nizations will want to analyze big data as businesses are 
looking for new opportunities to derive value and create 
competitive advantage from their data. Accounting uses 
big data in auditing clients, analyzing fraud, determining 
trends in sales, examining an organization’s general ledger, 
and managing inventory. The growth of this interest is cre
ating demand from many employers. One concern is the 
management and storage of data to maintain privacy of in
dividuals after the use of data has ended. As organizations 
accumulate data from AI interactions, that data should be 
anonymized if it is used and rules should be established for 
storage and retention. Through the increased use and stor
age of data, businesses now have an increasing number of 
issues to manage including minimizing identity theft, pro
tection privacy rights, and creating sufficient policies to en
sure these protections are in place. 

Identity Theft   

Identity theft occurs when personally identifiable infor
mation is taken with the intent for use in fraud (Oehlers & 
Li, 2008). This occurs when information is shared over the 
internet or via wireless device. In 2022, the Federal Trade 
Commission reported that consumers lost nearly $8.8 bil
lion to fraud, which was an increase of 30% from the pre
vious year (FTC, 2023). Investment scams were the largest 
category, while imposter scams and online shopping scams 
were next. Over 2.4 million consumer-reported fraud, with 
a likely higher number since not all victims reported to the 
FTC (FTC, 2023). 

Identity theft can be a big risk to customers and busi
nesses alike. Customers often spend countless hours repair
ing their credit and monitoring their personal information. 
Businesses can suffer reputation losses and often additional 
costs for credit monitoring services for those customers af
fected by the breach as well as lost sales. These events of
ten create additional expenditures in technology and sys
tem improvements related to strengthening the computer 
system to minimize future hacking threats. 

Data Privacy   

Our interconnected world provides businesses with sig
nificant opportunities as well as significant challenges. The 
European Union (EU) has new data protection rules that 
provide greater protection for customer and employee data 
than in the past and have become the premier standards 
globally. Twenty of the United States have signed Privacy 
Legislation laws that have been enacted (Kibby, 2025) (Cal
ifornia, Colorado, Connecticut, Delaware, Florida, Indiana, 
Iowa, Kentucky, Maryland, Minnesota, Montana, Nebraska, 
New Hampshire, New Jersey, Oregon, Rhode Island, Ten
nessee, Texas, Utah, and Virginia). 

As more states adopt laws with a variety of specific re
quirements, organizations of all sizes will have to manage 
a general data policy that can cover a broad category of 

state rules, as well as the GDPR regulations if business is 
done with EU customers. Further, the policy must consider 
the specifics for each state that the organization performs 
significant business. With many states adopting individual 
rules, the federal government might take on the responsi
bility of creating standardized federal regulations to create 
an enforceable standard set of rules. 

The European Commission reports that the EU accounts 
for approximately 14% of exports worldwide, with the US 
being the largest trading partner for exports in 2022 (In
ternational Trade in Goods, 2024). As US tariffs are imple
mented, EU imports and exports could change. The EU rules 
apply equally to all entities that transact with the EU – 
there are no exemptions for size. Entities that have oper
ations in the EU are subject to these rules, including both 
companies that sell products in the EU and monitor EU site 
visitor’s data (Lambert, 2018). Therefore, subject organiza
tions have new data breach rules to follow and significant 
fines that can be levied by the EU as a result of noncom
pliance. A recent example of this is the 290 million euro 
fine levied against Uber in 2024 for improper storage of 
European Uber driver data on U.S. servers (Dutch SA Im
poses a Fine of 290 Million Euro on Uber Because of Trans
fers of Drivers’ Data to the US, 2024). No business is exempt 
based on size. Any businesses that interact with third party 
processes, cloud storage, and other outsourcing companies 
are subject to EU fines if improper data security policies are 
in place. 

US-only based companies still must follow significant, 
but segmented rules that look at some aspects of personal 
data, health data, and financial data. US rules often take 
a historic look at data protection that enact after a hack 
or breach occurs. The consequences of this approach can 
be more expensive and, for smaller businesses, devastating. 
Although it comes with potential ethical issues, AI can be 
used to help small businesses to determine customer loca
tion, track amounts of customers in each state and other 
group dynamics that could be an issue (Catherine et al., 
2025). With AI capabilities ever-changing, data privacy and 
security needs, rules, and impacts will require continuous 
consultation and examination and review of the ethical is
sues those changes create (Gupta et al., 2025). EU data pro
tection rules suggest that all organizations (including small 
businesses) design controls into the system rather than re
acting to events. By creating, monitoring and updating pro
cedures to protect data, organizations have a better chance 
to mitigate risks from hacking and data breach. While it 
is important for each business to consider implementing 
each of these rules if you are under the individual state 
threshold, you may be exempt from following all the re
quired rules but may consider adopting them as best prac
tices. Check with your individual state laws on privacy to 
determine where those thresholds are. 

US Privacy Legislation    

Following the implementation of EU’s GDPR legislation, 
several states have adopted privacy rights legislation. As of 
June 2022, eleven states have privacy laws in place where 
residents of those states have a basic right to know about 
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Map of U.S.  State Privacy Legislation as of 10/06/2025 taken from         iapp.org/resources/article/us-state-privacy-
legislation-tracker/  on 10/13/2025   

the consumer information collected about them, delete in
formation collected, the ability to opt out of data collection, 
and consumer protection rights (State Laws Related to Digi
tal Privacy, 2022). As of October 2025, three states, Wiscon
sin, Michigan, and North Carolina have legislation in com
mittee related to individual privacy rights (Kibby, 2025). 

In addition, organizations would be required to limit the 
collection of personal data. Because of the variety of state 
laws and a lack of federal legislation, small businesses must 
deal with multiple jurisdictions if they conduct commerce 
in more than their domiciled location. If the small business 
transacts internationally, they must also follow the GDPR 
regulation, as well as any country that has their own set of 
specific privacy regulations. 

Small businesses may choose to follow the GDPR guide
lines which have the highest standards in data privacy glob
ally (at this time) and will effectively lay a foundation for 
implementation for all other state and country regulations. 
Some recommendations for creating a data privacy policy 
include: 

All accounting firms that audit must follow accounting 
and audit standards. The framework to review this technol
ogy and data privacy is Control Objectives for Information 
and related Technology or COBIT (2018). COBIT is a frame
work for governance and management of information tech
nology. COBIT defines the components to build and sustain 
a governance system: processes, organizational structures, 
policies and procedures, information flows, cultures, and 
behaviors, as well as skills and infrastructure. As one of the 
important governance responsibilities, a discussion of risk 
and risk assessment should occur. The significance of not 
having a data privacy policy and not being aware of the 
patchwork of states that have laws and potential fines is 
not an available defense. Board of directors or senior ex
ecutives with the organization (owners, senior managers) 
should have regular reviews of organization policy and re
view the policy with the auditors and audit committee. 

To verify that a company is maintaining a COBIT compli
ant framework and to determine compliance with any rel
evant data privacy regulatory policies, businesses are en
couraged to undergo regular Data Privacy audits. The audit 
is customized to center around organization-specific data 
security and IT objectives to aid in audit efficiency and 
to ensure that the audit is serving a functional purpose 
to proactively save the organization from future financial 
hardships (Whitener, 2012). As it takes 287 days on average 
to identify a data breach with the average time to contain 
a breach taking 80 days (NCDIT, 2022), consistent monitor
ing of the businesses data security framework is integral to 
mitigate risk. 

1. Risk based approach – rules should be based less on 
organization size but rather tailored to fit the respec
tive business risk 

2. Standardized enforcement rules – how are rules en
forced within and between the states? 

3. Data collection should be transparent – what items 
are collected and what is the purpose of the data col
lected? 

4. The right to know when your data has been hacked 
5. A right to have one’s name deleted from data files – 

e.g. a right to be forgotten 
6. Easy access to one’s own data 
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What Should You Expect of Your Auditors?        

When analyzing information systems auditors have a 
checklist of the tasks to perform – otherwise known as an 
audit program. The Data Privacy Audit should follow spe
cific privacy audit criteria (standards). A privacy audit does 
not evaluate your financial statements. Upon completion of 
those tasks, an opinion of the business’s data privacy poli
cies and procedures will be issued. 

Questions for Auditors    

After the Data Privacy Audit, other audits are available 
to make sure the system is secure. These audits include a 
penetration test, where the firm tries to penetrate the sys
tem’s controls, and a general systems audit, which covers 
the entire system of software, hardware, data, policies, and 
controls. These audits will help prepare you for the rules 
enacted by the European Union. 

What Steps Can Businesses Take?      

Prevention  

What should an organization do when a breach         
occurs?  

Recommendations1 

1. Are they familiar with and have they performed pri
vacy audits? 

2. Are they knowledgeable about IT? 
3. Do they conduct a privacy impact assessment? 
4. Do they have an “in-house” expert or access to an ex

pert? 
5. Are they familiar with the General Data Protection 

Regulation (GDPR)? 
6. What risks do they consider? 
7. Will they make recommendations to improve the cur

rent system and are they included in the audit? 
8. Is our company required to have a data privacy pol

icy? 
9. How do my stakeholders (vendors, suppliers, cus

tomers, employees, government agencies) impact our 
privacy? 

10. How do we find out if they are protecting their data? 

1. Secure personal data. 
2. Assess the risk for damage of personal data loss to the 

organization and individuals. The organization needs 
to measure the likelihood of occurrence and severity 
of loss and/or damage to the individual. 

3. Identify best practices to mitigate risk: professional 
organizations, trade groups, consultants, and peer or
ganizations may have tools in place that can mini
mize “reinventing the wheel”. 

4. Proper use of encryption: data transmitted over the 
internet should be encrypted with browser encryp
tion of at least 256-bit encryption. A lock icon ap
pears when data is encrypted. 

5. Identity and Access Management (IAM): IAM is com
prised of four elements: 
  i. A directory of the personal data the system uses to 
define individual users; 
  ii. A set of tools for adding, modifying, or deleting 
that data; 
  iii. A system that regulates user access; and 
  iv. An auditing and reporting system. 
The purpose is to regulate user access. One of the pri
mary functions of IAM is having the system use pass
words to identify who is entering the system, but a 
strong password may not be sufficient so many orga
nizations incorporate biometrics, and artificial intel
ligence as well as multi-factor authentication. 

6. Regular updates for anti-virus and malware. 
7. Measures to prevent unauthorized data access, alter

ation, disclosure, destruction, and processing. 
8. Managing employee separation to mitigate the risk of 

internal fraud or dependency risks. 
9. Train employees to protect against social engineer

ing. 

1. Assess the extent and magnitude of the breach: de
termine what accounts have been affected and who 
needs to be informed. 

2. Inform the appropriate corporate officer and any ap
plicable regulatory authority, such as Priva
cyRights.org 

3. Communicate the breach to the affected individuals, 
members of IT, the impacted departments, and senior 
corporate officials. 

4. Determine what can be done to not have a second 
similar breach. 

1. Regular privacy audits by either internal or external 
(CPA) parties 

2. Penetration tests (by external parties) 
3. Update software 
4. Be aware you are the front line for your supply chain 

(Target & HVAC example) 
5. Assume no one has good controls – everyone is at 

risk. Hackers are constantly trying to break defenses. 
6. Remotely wipe laptop data/software if it is stolen 
7. Train employees to protect customer data by not 

making it visible – including not displaying it on 
computer monitors or leaving data unattended on a 
workspace. 

8. Train employees to be familiar with the EU’s GDPR. 
Regular updates will be required. 

The cost of compliance will always be an issue for a small business. Currently, estimating the costs of these audits are beyond the scope 
of this paper and would be difficult for the authors to provide meaningful amounts. 

1 

The Effect of Data and Privacy Rights on Small Business

Small Business Institute Journal

http://privacyrights.org/
http://privacyrights.org/


Looking into the future     

As data privacy regulations are still emerging and being 
evaluated in the U.S. and globally, there are many changes 
that might soon be making their way into upcoming legis
lation. As the EU led internationally with its comprehensive 
GDPR regulations, future expectations of the EU and UK are 
the focus of regulation targeting the use of AI, increased 
data regulation of the financial services industry, and de
fined data subject rights. 

From the U.S. standpoint, an increasing number of states 
are expected to pass their own data privacy laws in upcom

ing years joining the nineteen existing states with policies 
currently enacted. While still in its infancy, the need for a 
federal policy has been promoted with the historic Ameri
can Privacy Rights Act being drafted and put up for discus
sion in the summer of 2024 (Energy and Commerce, 2024). 
Therefore, with change on the horizon, it is in every busi
ness’s best interest to review its own data privacy and secu
rity policies, formally evaluate those policies via IT audits, 
and establish best practices which promote data integrity 
and security. 

Along with staying informed on regulatory changes di
rectly related to data privacy reform, small businesses 
should maintain awareness for future policies proposed re
garding AI’s role in data security. Future research should 
explore the increased, and possibly outsized, risks of AI and 
consumer data security as well as the need to update inter
nal controls surrounding AI implementation. As the para
digm continues to shift towards AI usage in business, a new 
breed of controls must be designed to take advantage of all 
digital, mechanical, and management processes available 
to ensure that only authorized applications and employees 
can access data to ensure effective data privacy rights. Fu
ture legislation on AI will affect data rights and continue to 
change the landscape of data privacy. 

Online and other instruction on state-level privacy 
laws can be found by searching through resources like 
the National Conference of State Legislatures (NCSL), 
IAPP Privacy Legislation Tracker, and legal websites 
that provide overviews, guides, and alerts 

9. Create and update a written privacy policy 
10. Password-protect all workstations and laptops. Pass

words should be changed regularly. 
11. New rules and legislation for data privacy may come 

from congressional hearings and the FTC given recent 
events. 

12. Report any data breaches to PrivacyRights.org 
13. For participants in your supply chain, request SOC-1 

and SOC-2 reports, which analyze the effectiveness of 
their controls and how it would impact your organi
zation. 
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